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An Effective Decompilation Algorithm for Java Bytecodes

FUYUHIKO MARUYAMA," HIROTAKA OGAWAf
and SATOSHI MATSUOKAt

The technique called decompilation that reads sequences of machine code and generates
the corresponding source program has been known for some time, and utilized primarily for
reverse-engineering. For Java and its bytecode, although there have been several proposals
of decompilers, most generate outputs that are inappropriately extend the Java language,
such as insertion of gotos not present in Java. Moreover, the decompilation algorithms are
somewhat ad-hoc and difficult to extend of verify its applicability, which is a hindrance to
our our OpenJIT compiler which requires a decompiler frontend to recover the correct source
structure from arbitrary bytecode. Instead, we have devised an new and effective alghorithm
for decompilation, with emphasis on properly recovering control structures. The key idea is
to base the algorithm around the dominator tree of the control flow graph of a method. This
is based on the observation that, for a properly-nested block-structured language, each part
of program representing a control structure corresponds to just a single subtree in the domi-
nator tree. As such, the algorithm is general enough to be applied to other languges besides
Java. The evaluation of our preliminary implementation in OpenJIT show that our algorithm
properly recovers control structures where other exisiting decompilers fail, and with relatively
equivalent execution speeds.
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Fig. 1 control flow graph and dominator tree
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Fig. 2 (partial) control flow graph of if statement
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stnt 0

if exprl goto LI1;
if expr2 goto L2;
L1: stnt1l

L2: stnmt2
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L2: for(;;) {
L1: for(;;) {
if exprl break L1; stn 0
if expr2 break L2; if (exprl || !expr2)
break L1;
Y} /L1 stnt2
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void daily() {
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for (int i = 0; i < 2; i++) {
gotoLab() ;
do {
if (emergency())
break lifeCycle;
if (tired())
haveABreak () ;
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studyHard () ;
} while ('hungry());
if (veryPoor())
continue;
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}

return;
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Fig. 6 Control flow graph of the sample program
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Fig. 7 The dominator tree of Fig. 6 and loop headers
found by existence of back-edges
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for (int i = 0; i < 100; i++) {
switch (i) {
case 10:
for (int j = 0; j < i; j++) {
System.out.print(j);
if (j == 8) continue outer;
}
case 11:
System.out.println("4");
break;
default:
System.out.println(i);
break;
}
System.out.println("difficult!");
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public class Exam0 {
void test(int x) {
while (x < 100) {
System.out.println("Hello!");
if (jammed())
continue;
if (interrupted())
break;
System.out.println("World!");
}
System.out.println("bye");
}
boolean interrupted() { return false; }
boolean jammed() { return false; }

}
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public synchronized
class Test extends java.lang.Object {
void test() {
(= 1vi#0 0);
1bl0:
for (; (< 1vi#0 100) ;
(= 1vi#0 (+ 1lvi#0 1))) {
switch (1vi#0) {
case 10:
(= 1v2#0 0);
for (; (< 1v2#0 1lvi#0);
(= 1v2#0 (+ 1v2#0 1))) {
(method
(((java#0.lang) .System) .out)
print 1v2#0);
if (== 1v2#0 8) continue 1blO0;
¥
case 11:
(method
(((java#0.lang) .System) .out)
println "4");
break;
default:
(method
(((java#0.lang) .System) .out)
println 1vi#0);
break;
¥
(method
(((java#0.lang) .System) .out)
println "difficult!");
}

return;
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}
public void <init>() {
(method super <init>);
return;
}
}

A.2 mocha-bl 000

mochaO0OOOOOOOOOOOOOOOOOOO

00000000 JavaOODOOOOODOO goto O
gbooboobOodbObDgotoOOODOOOOO
goboboooooooooooooooooooon

gooocoooon
/* Decompiled by Mocha from Test.class */
/* Originally compiled from Test.java */

import java.io.PrintStream;

public synchronized class Test
{
void test()
{
int i;
int j;
i=0;
expression i
switch
case 10: goto 28
case 11: goto 57
default: goto 68
j=0;
System.out.print(j);
continue;
if (j != 8) goto 39 else 41;
continue;
j+s
if (j < 1) goto 33 else 57;
System.out.println("4");
System.out.println(i);
System.out.println("difficult!");
i++;
if (i < 100) goto 5 else 92;
}
public Test()
{
}

(OO0 19990 50 28000)
(0D 19990 70 19000)
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